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Description 

[0001] The present invention relates to the encoding 
of digital information. 

[0002] In the last fewyears the entertainment industry 
begun a transformation from being strictly a provider of 
analog information to a provider of digital information. 
For example, while phonograph records and prerecord- 
ed analog audio tapes were the predominant media for 
the distribution of music, today the compact disk and 
digital audio tape (DAT) are the preferred media for dis- 
tribution. The retail channel for prerecorded products 
has also begun to change. Where a consumer cou Id on- 
ly acquire a music or audio product from a retail store in 
the past, today many other distribution channels are 
available. Home cable systems provide pay-per-view 
services to consumers for movies and the like. Satellite 
systems provide pay-per-view home services also for 
those without cable. While the cable and satellite sys- 
tems generally use analog technology, with the advent 
of direct broadcast satellites (DBS) and newer wide 
bandwidth fiber cable systems, digital technology will 
become the predominant technology for entertainment 
and information distribution. Soon most people will have 
access to a fiber cable or satellite distribution system 
capable of sending high quality images and audio on 
demand. The age of the "information highway* has be- 
gun. 

[0003] One reason for the conversion from analog to 
digital distribution is that while analog systems degrade 
the information being transferred, digital systems do not. 
A commonly understood example of analog technology 
is the VCR. When a copy of a movie is made from one 
VCR to another VCR, the image and audio copied is not 
quite as good as the original. If successive generations 
of the movie are made from prior generation copies, at 
some point, the result will be a copy of the movie that is 
not viewable and the sound track will be very distorted 
if audible at all. 

[0004] On the other hand, digital copying is perfect. 
Every copy will be just as good as the original. For this 
reason Congress recently passed laws aimed at limiting 
the ability of a person to make unlimited copes of a pre- 
recorded DATs. However these laws address only the 
DAT copy issue and not the general issue of copying 
digital information. Also, it is unlikely that someone mak- 
ing a great deal of money from the illegal copying and 
distribution of audio and video products will be particu- 
larly deterred by an inconvenient law. 
[0005] The information highway is useful for distribut- 
ing other information besides movie and music prod- 
ucts. For example, to transfer high quality still images 
or a newspaper, the use of a lossless distribution system 
is highly desirable making a digital distribution system 
ideal. Since most things a human can see or hear can 
be converted to digital information, it is useful to think of 
the digital information as representing an "object". The 
object may be a still picture, a song or anything else that 


can be represented digitally. So while the object can be 
easily distributed by a digital highway, the issue of how 
to protect the object from unauthorized copying remains 
a significant problem. A state of the art copy-protection 

5 method is disclosed in EP-A-0 41 8 964. 

[0006] The issue of copying is even more of a problem 
with the information highway than in the past. An object 
provider will use the information highway to deliver a 
"perfect" copy of an object, on demand, to a customer. 

10 That is, the customer will have the object in digital form. 
Therefore the customer will be able to make unlimited 
"perfect" copes of the object. An unscrupulous customer 
(pirate) can then make and sell copes of the object at 
the expense of the owner of the object. 

is [0007] The present invention provides for the encod- 
ing of digital information. 

[0008] According to an aspect of the present invention 
there is provided apparatus for creating a modified dig- 
ital object as specified in claim 1 . 

20 [0009] Preferably, the combiner of the apparatus is 
operative to combine a first discrete value of the identi- 
fication code with a second discrete value of the digital 
object so as to create a second modified value; and the 
modifier is operative to substitute the second modified 

25 value for a discrete value in the copy of the original dig- 
ital object, that corresponds to the second discrete value 
in the original digital object; whereby the copy of the orig- 
inal digital object with the substituted first and second 
modified values constitutes a modified digital object 

30 having an encoded identification code embedded within 
it a plurality of times. 

[001 0] According to another aspect of the present in- 
vention there is provided apparatus for recovering an 
embedded identification code within a modified digital 

35 object as specified in claim 6. 

[001 1] The invention also extends to a method for pro- 
viding and for recovering an identification code in a dig- 
ital object which includes the steps apparent from the 
disclosure herein. 

40 [001 2] It is possible with the preferred embodiment to 
prevent copyright infringement, allowing the owner of an 
object to distribute the object in digital form while pro- 
viding a way for the owner to hold an illegal copier ac- 
countable. 

45 [0013] Thus, it is possible to provide a method and 
apparatus to identify individual copies of a digital object. 
[0014] The preferred apparatus and method operate 
to mark each copy of the digital object with an identifier 
before the object is transferred to a customer. This iden- 

so tifier is encoded by making a small difference between 
the original object and the copy of the object made. The 
copy of the object is therefore slightly different from the 
original object in a known way. This difference can be 
produced by adding or subtracting an encoding number 

55 to the original object. Each encoding number may be 
unique for each copy of the object supplied thereby pro- 
viding an identifier on the copy which is a serial number. 
One possible encoding number is a transaction number 
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used by a customer to order the copy. Also the encoding 
number may identity a particular customer the copy of 
the object is delivered to. 

[0015] The difference between a copy of a digital ob- 
ject and the original digital object is the encoded identi- s 
fication number. Therefore if a copy of the digital object 
is acquired, the possessor of the original digital object 
can ascertain the identification number used to generate 
the copy and determine the customer the copy was dis- 
tributed to. 

[0016] The preferred apparatus and method can pro- 
vide the owner of a digital object a tool to use to find 
customers that are making copes of the digital object 
without authorization. Since only small changes from 
the original digital object are made and preferably em- 
bedded therein, a customer will still enjoy a high quality 
product while the owner of the original object retains the 
ability to protect his ownership rights. 
[0017] An embodiment of the present invention is de- 
scribed below, by way of example only, with reference 
to the accompanying drawings, in which: 
[001 8] Figure 1 illustrates a simplified process of con- 
verting a physical picture into a digital representation of 
the picture thereby creating a digital object. 
[001 9] Figure 2 illustrates a simplified process of con- 
verting sound signal into a digital data stream which 
comprises a digital object. 

[0020] Figure 3 illustrates a simplified process of con- 
verting a digital stream of data comprising a digital ob- 
ject into an analog form. 

[0021] Figure 4 illustrates a segment of an analog sig- 
nal having particular values at particular sample times. 
[0022] Figure 5 is a chart of the values of the analog 
signal of Figure 4 at particular sample times. 
[0023] Figure 6 illustrates the process of encoding 
identification information into a digital object. 
[0024] Figure 7 illustrates an analog representation of 
the encoded digital object of Figure 6. 
[0025] Figure 8 illustrates a method of recovering the 
embedded identification information from the modified 
digital object. 

[0026] Figure 9 is a chart of the values of Figure 5 
which have a binary number added to them. 
[0027] Figure 1 0 is a simplified apparatus used to cre- 
ate an encoded digital object. 

[0028] An important assumption with regard to the de- 
scribed embodiments is that minor changes can be 
made to the digital object without detracting from its use- 
fulness. For example, when a photograph is digitized, 
the digital scanner converts the photograph into a series 
of color dots or pixels. Each pixel is defined as a blend 
color where the blend color is made up of primary colors 
with each primary color having a range of intensities. 
The range of intensities for each color typically ranges 
from a zero (0) which means this particular color is not 
used to 255 which means this particular color is the most 
intense possible (assuming an eight bit digital conver- 
sion system). 


[0029] Figure 1 illustrates a simple case where only 
the red, blue and yellow primary colors are used. A pho- 
tograph 101 is scanned by a digital scanner 103 which 
produces a stream of data 105 which represents a se- 
ries of pixels, such as pixels 107 and 109. In this exam- 
ple, a pixel will have three numbers associated with it. 
The intensity of the red color, blue color and the ye I tow 
color used to makeup the pixel. So pixel 1 07 has asso- 
ciated with it a red intensity 11 1 , a blue intensity 1 1 3 and 
a yellow intensity 115. While a particular color which 
makes up a pixel can have 256 or more values of inten- 
sity, the human eye cannot distinguish such fine grada- 
tions. As a practical matter then, the digitized image is 
more precise than can be detected by a person. 
[0030] Also, a digitized picture is made up of tens of 
thousands of pixels. When the eye views a digitized im- 
age, the eye averages or blends groups of pixels togeth- 
er. The human eye is not capable of resolving a high 
quality digitized image into individual pixels. If a single 
pixel is deleted from the digitized image, the human eye 
would not detect the deletion. In like manner, if changes 
were made to a relatively small number of individual pix- 
els, the changes would be difficult to detect with the un- 
aided eye. 

[0031] The same issues apply to digitized sound re- 
cordings. Instead of pixels, analog sound is sampled at 
periodic intervals of time and converted into a digital val- 
ue. This is typically performed by an analog to digital (A/ 
D) converter which performs about 40,000 samples per 
second. 

[0032] Figure 2 illustrates a process of converting an 
analog sound into digital data. A sound signal 201 is 
sampled by an A/D converter 203 which outputs a 
stream of digital data 205 which consists of individual 
sample values, such as samples 207 - 211 . Often, each 
sample is represented by a 15 bit digital number. There- 
fore each sample can have a sound intensity value be- 
tween zero (0) and 65535. The human ear cannot detect 
the fine difference between the sound value of 64000 
and 64001 and therefore the digital sound is more pre- 
cise than typically required. Also, if a relatively small 
number of samples were changed, it would be difficult 
or impossible to detect the changes with the unaided 
ear. So for most purposes, a digital object (digitized pic- 
ture or sound) is more precise than generally needed. 
[0033] This over precision is exploited in the preferred 
embodiment to encode identification information into the 
object under the principle that when a modified digital 
object is viewed or heard, the relatively minor changes 
made to encode the identification information is unno- 
ticed by the user of the digital object. However the 
changes introduced are sufficient to enable the owner 
of the digital object to compare the modified object to 
the original and thereby recover the identification infor- 
mation. 

[0034] Figure 3 illustrates a process for converting a 
digitized object back into analog form such that it can 
be perceived by the human ear or eyes. A digital sample 
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stream 301, consisting of individual samples 303 and 
305, is fed into a digital to analog converter 307 which 
converts the samples 301 into an analog signal 309. 
This analog signal is utilized to drive a video monitor 311 
or audio speaker 31 3 as is well known in the art. s 
[0035] Figure 4 illustrates a segment of an analog sig- 
nal f(n) that makes up an analog object. For example, 
this analog object could be a sound track. The segment 
of the analog object depicted 401 has different values 
at different periods of time. So a sample of the f (n) signal 10 
taken at time 2 indicates the signal has a value of 30. At 
time 3 the signal has a value of 10 and so on. Figure 5 
is a chart of the values of the f(n) signal taken at times 
0 - 5 such as would be generated by a analog to digital 
converter sampling the f (n) signal 6 times at the indicat- is 
ed times. The values in the chart represent the digital 
equivalent of the analog f (n) signal and combined with 
other samples of the analog signal, not shown, comprise 
a digital object. 

[0036] This digital object can be distributed to custom- 20 
ers in many physical forms such as by magnetic tape, 
compact disk or any other digital distribution media. As 
previously discussed, once in a digital form the digital 
object is easily copied with no loss in quality. So to en- 
code a identification code into the digital object the val- 2s 
ues which comprise the digital object are modified. 
[0037] Figure 6 illustrates an embodiment of process 
of modifying the digital object to encode an identification 
code. As illustrated, an identification code of "005200" 
is encoded into the digital object by adding the digits of 30 
the identification code to the particular values of the dig- 
ital object. For example, sample 2 of the original digital 
object is "30" and has added to it the third digit of the 
identification code which is "5" to create a final value of 
"35". In like manner sample 3 which has a value of "1 0" 35 
has the forth digit of the identification code M 2" added to 
it to create a final value of "12". By this process a mod- 
ified digital object is created which has the identification 
number encoded into it. This modified digital object is 
distributed to a customer in digital form. 40 
[0038] Figure 7 illustrates the result when the modi- 
fied digital object is converted in analog form by the cus- 
tomer. The modified digital object is converted into a 
modified analog signal f(n)' 701. This signal f(n)' 701 is 
different from the original signal f(n) 401 because of the 45 
changes made to encode the identification information. 
So while the original signal has the values of "30" and 
"10" at times 2 and 3 respectively, at the same sample 
times the modified signal has the values "35" and "12". 
This modification of the original signal is sufficient to en- so 
code the desired information but represents an insignif- 
icant and virtually undetectable change to the object. If 
the original signal was a sound track sampled 40,000 
times per second, the change effects 1/20,000 of one 
second of audio. 55 
[0039] While the example described modified consec- 
utive samples to encode identification information, other 
encoding schemes are advantageously utilized. For ex- 


ample instead of consecutive samples being changed, 
the modifications can be distributed by skipping sam- 
ples and encoding the identification information by 
changing every 20,000th sample. Generally the more 
distributed the modifications, the less noticeable the 
modifications are. Also, multiple copes of the identifica- 
tion information or an error correcting code can be en- 
coded into the modified digital object to allow for recov- 
ery of the information even if there has been some cor- 
ruption of the data. 

[0040] Once a copy of the modified digital object is 
obtained, the identification information is recoverable by 
comparing the modified digital object to the original dig- 
ital object. Figure 8 illustrates this recovery process. 
Each of the six samples (0-5) of the modified object is 
compared to the same six samples of the original digital 
object. The process works by subtracting the value of 
the original sample from the value of the modified sam- 
ple. By doing this subtraction on a sample by sample 
basis, the difference is found to be "005200". This dif- 
ference value is the identification information encoded 
into the digital object as described in association with 
Figure 6. This information may indicate that the modified 
digital object was given to customer "52". 
[0041] To distribute the encoding further such that the 
changes are even more difficult to detect, the identifica- 
tion number can be converted to a binary number and 
each binary bit added to a single sample. In this way an 
individual sample will be changed by at most one bit. 
[0042] Figure 9 illustrates how a binary number can 
be encoded into a data stream. If the data to be encoded 
is "52" decimal, the number 52 is converted into a binary 
number which is "110100". So if the binary values are 
added to the original values obtained from f(x) in Figure 
4, the final values are very close to the original values. 
For samples 0 - 5, the final values are 1, 1, 30, 11, 40 
and 0 respectively. The final values are so close to the 
original values that the changes are extremely hard to 
detect especially in an object having millions of samples. 
[0043] Physical objects can have a serial number 
plate or like identification means attached to them in 
such a way that removal is very difficult. Unfortunately 
digital objects are easy to edit and so a serial number 
added to the digital object such that it is easy to detect 
can be deleted by a pirate. The described embodiment 
makes it hard to detect the encoded information as gen- 
erally the digital object is huge relative to the encoded 
information which creates a needle-in-the-haystack 
problem for a copier intent on finding the encoded infor- 
mation. 

[0044] While the preferred method used to encode 
and recover the identification information has been illus- 
trated using simple addition and subtraction, more com- 
plex encoding and decoding algorithms are also useful 
without departing from the teachings herein. For most 
objects, the encoding and decoding process is advan- 
tageously automated by using a computer or like appa- 
ratus to modify or compare the samples given the large 
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number of samples a digital object will typically contain. 
[0045] Figure 10 illustrates an embodiment of appa- 
ratus to create an encoded copy of a digital object. The 
original digital object stored on a disk 1001 or like digital 
media is read by a digital computer 1003 along with the 
information to be encoded 1 005 entered by a keyboard 
or other data input device. The computer combines the 
original object data with the information to be encoded 
and stores the resultant data onto a distribution media 
1 007. This distribution media is sent to the customer for 
his use. Of course instead of distributing physical media, 
a digital network or other transmission means can be 
utilized. This method and apparatus allows the distribu- 
tion of digital objects to customers while allowing only 
the possessor of the original digital object to recover the 
encoded information. 


Claims 

1. Apparatus for creating a modified digital object by 
encoding an identification code including at least 
one discrete value into a copy of an original digital 
object; comprising means (1005) for generating an 
identification code; a combiner (1003) operative to 
combine a first discrete value of the identification 
code with a first discrete value of a digital object so 
as to create a first modified value; a copier (1003) 
operative to make a copy of the original digital ob- 
ject; and a modifier (1003) operative to substitute 
the first modified value for a discrete value in the 
copy of the original digital object that corresponds 
to the first discrete value in the original digital object; 
whereby the copy of the original digital object with 
the substituted modified value constitutes a modi- 
fied digital object having an encoded identification 
number embedded within it. 


means is operative to generate digits of the identi- 
fication code in the form of binary numbers, each 
binary number being a discrete value of the identi- 
fication code. 

5 

5. Apparatus as in any preceding claim, wherein the 
combiner (1003) is operative to combine a first dis- 
crete value of the identification code with a second 
discrete value of the digital object so as to create a 

w second modified value; and the modifier is opera- 
tive to substitute the second modified value for a 
discrete value in the copy of the original digital ob- 
ject, that corresponds to the second discrete value 
in the original digital object; whereby the copy of the 

is original digital object with the substituted first and 
second modified values constitutes a modified dig- 
ital object having an encoded identification code 
embedded within it a plurality of times. 

20 6. Apparatus for recovering an embedded identifica- 
tion code within a modified digital object created by 
apparatus according to any preceding claim, com- 
prising an extractor (1003) operative to receive a 
value from the modified digital object and to receive 

25 a value from the original digital object, and to recov- 
er the identification code embedded within the mod- 
ified digital object. 

7. Apparatus as in claim 6 wherein the extractor is op- 
30 erative to subtract a value of the original digital ob- 
ject from a value of the modified digital object if the 
combiner added a value of the identification code 
to a value of the original digital object, and to sub- 
tract a value of the modified digital object from a val- 
35 ue of the original digital object if the combiner sub- 
tracted a value of the identification code to a value 
of the original digital object. 


2. Apparatus as in claim 1 wherein the generating 
means (1005) is operative to generate an identifi- 40 
cation code having a plurality of discrete values; the 
combiner is operative to combine the plurality of dis- 
crete values of the identification code with a plurality 
of discrete values of an original digital object creat- 
ing a plurality of modified values; and the modifier *s 
is operative to substitute the plurality of modified 
values for the plurality of discrete values in the copy 
of the original digital object that correspond to the 
plurality of discrete values in the original digital ob- 
ject that were combined with values from the iden- 50 
tification code. 


8. Apparatus as in claim 6 wherein for a combiner op- 
erative to combine a plurality of discrete values of 
an identification code with a plurality of discrete val- 
ues of the original digital object so as to create a 
plurality of modified values, and a modifier opera- 
tive to substitute the plurality of modified values for 
a plurality of discrete values in the copy of the digital 
object that correspond to the plurality of discrete 
values in the original digital object that were com- 
bined with values from the identification code; the 
extractor is operative to recover the identification 
code values embedded within the modified digital 
object. 


3. Apparatus as in claim 1 or 2, wherein the generating 
means (1005) is operative to generate an identifi- 
cation code comprising a plurality of digits, in a par- ss 
ticular number base. 


9. Apparatus according to any preceding claim, 
wherein the identification code is an identification 
number. 


4. Apparatus as in claim 3, wherein the generating 
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Patentanspruche 

1 . Vorrichtung zum Erzeugen eines modifizierten digi- 
talen Objekts durch Codieren eines Identifikations- 
codes, der mindestens einen diskreten Wert auf- 
weist, in eine Kopie eines ursprunglichen digitalen 
Objekts, wobei die Vorrichtung eine Einrtchtung 
(1005) zum Erzeugen eines Identifikationscodes, 
einen Kombinierer (1003), derwirksam ist, um ei- 
nen ersten diskreten Wert des Identifikationscodes 
mit einem ersten diskreten Wert eines digitalen Ob- 
jekts zu kornbinieren, um einen ersten modifizierten 
Wert zu erzeugen, einen Kopierer (1003), der wirk- 
sam ist, um eine Kopie des ursprunglichen digitalen 
Objekts zu erstellen, und einen Modifizierer (1003) 
aufweist, der wirksam ist, um den ersten modifizier- 
ten Wert fOr einen diskreten Wert in der Kopie des 
ursprunglichen digitalen Objekts einzusetzen, der 
dem ersten diskreten Wert in dem ursprunglichen 
digitalen Objekt entspricht, wodurch die Kopie des 
ursprunglichen digitalen Objekts mit dem einge- 
setzten modifizierten Wert ein modifiziertes digita- 
ls Objekt bitdet, das eine codierte Identifikations- 
zahl aufweist, die in dasselbe eingefugt ist. 

2. Vorrichtung gemaB Anspruch 1 , bei der die Einrich- 
tung zum Erzeugen (1005) wirksam ist, um einen 
Identifikationscode zu erzeugen, der eine Mehrzahl 
von diskreten Werten aufweist, bei der der Kombi- 
nierer wirksam ist, um die Mehrzahl von diskreten 
Werten des Identifikationscodes mit einer Mehrzahl 
von diskreten Werten eines ursprunglichen digita- 
len Objekts zu kornbinieren, was eine Mehrzahl von 
modifizierten Werten erzeugt, und bei der der Mo- 
difizierer wirksam ist, um die Mehrzahl von modifi- 
zierten Werten fur die Mehrzahl von diskreten Wer- 
ten in der Kopie des ursprunglichen digitalen Ob- 
jekts einzusetzen, die der Mehrzahl von diskreten 
Werten in dem ursprunglichen digitalen Objekt ent- 
sprechen, die mit Werten von dem Identifikations- 
code kombiniert wurden. 

3. Vorrichtung gemaB Anspruch 1 oder 2, bei der die 
Erzeugungseinrichtung (1005) wirksam ist, um ei- 
nen Identifikationscode zu erzeugen, der eine 
Mehrzahl von Ziffern in einer speziellen Zahlenba- 
sis aufweist. 

4. Vorrichtung gemaB Anspruch 3, bei der die Erzeu- 
gungseinrichtung wirksam ist, um Ziffern des Iden- 
tifikationscodes in der Form von binaren Zahlen zu 
erzeugen, wobei jede binare Zahl ein diskreter Wert 
des Identifikationscodes ist. 

5. Vorrichtung gemaB einem beliebigen, vorherge- 
henden Anspruch, bei der der Kombinierer (1003) 
wirksam ist, um einen ersten diskreten Wert des 
Identifikationscodes mit einem zweiten diskreten 


Wert des digitalen Objekts zu kornbinieren, um ei- 
nen zweiten modifizierten Wert zu erzeugen, und 
bei der der Modifizierer wirksam ist, umden zweiten 
modifzierten Wert fOr einen diskreten Wert in der 

s Kopie des ursprunglichen digitalen Objekts einzu- 
setzen, der dem zweiten diskreten Wert in dem ur- 
sprunglichen digitalen Objekt entspricht, wodurch 
die Kopie des ursprunglichen digitalen Objekts mit 
dem eingesetzten ersten und zweiten modifizierten 

io Werten ein modifiziertes digitales Objekt bildet, das 
einen codierten Identifikationscode aufweist, der in 
dasselbe eine Mehrzahl von Malen eingefugt ist 

6. Vorrichtung zum Wiedergewinnen eines eingefug- 
is ten Identifikationscodes innerhalb eines modifizier- 
ten digitalen Objekts, das durch die Vorrichtung ge- 
maB einem beliebigen, vorhergehenden Anspruch 
erzeugt wurde, wobei die Vorrichtung einen Extra- 
hierer (1003) aufweist, der wirksam ist, um einen 

20 Wert von dem modifizierten digitalen Objekt zu 
empfangen, und um einen Wert von dem ursprung- 
lichen digitalen Objekt zu empfangen, und um den 
Identifikationscode wiederzugewinnen, der inner- 
halb des modifizierten digitalen Objekts eingefugt 

25 ist. 

7. Vorrichtung gemaB Anspruch 6, bei der der Extra- 
hierer wirksam ist, um einen Wert des ursprungli- 
chen digitalen Objekts von einem Wert des modifi- 

30 zierten digitalen Objekts zu subtrahieren, wenn der 
Kombinierer einen Wert des Identifikationscodes zu 
einem Wert des ursprunglichen digitalen Objekts 
addiert hat, und um einen Wert des modifizierten 
digitalen Objekts von einem Wert des ursprungli- 

35 chen digitalen Objekts zu subtrahieren, wenn der 
Kombinierer einen Wert des Identifikationscodes zu 
einem Wert des ursprunglichen digitalen Objekts 
subtrahiert hat. 

40 8. Vorrichtung gemaB Anspruch 6, bei der fur einen 
Kombinierer, der wirksam ist, um eine Mehrzahl von 
diskreten Werten eines Identifikationscodes mit ei- 
ner Mehrzahl von diskreten Werten des ursprungli- 
chen digitalen Objekts zu kornbinieren, um eine 

45 Mehrzahl von modifizierten Werten zu erzeugen, 
und fur einen Modifizierer, der wirksam ist, um die 
Mehrzahl von modifizierten Werten fur eine Mehr- 
zahl von diskreten Werten in der Kopie des digitalen 
Objekts einzusetzen, die der Mehrzahl von diskre- 

50 ten Werten in dem ursprunglichen digitalen Objekt 
entsprechen, die mit Werten von dem Identifikati- 
onscode kombiniert wurden, der Extrahierer wirk- 
sam ist, um die Identifikationscodewerte wiederzu- 
gewinnen, die innerhalb des modifizierten digitalen 

55 Objekts eingefugt sind. 

9. Vorrichtung gemaB einem beliebigen, vorherge- 
henden Anspruch, bei der der Identifikationscode 
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eine Identifikationszahl ist. 


Revendlcatlons 

1. Appareil pour cr6er un objet numerique modifie en 
codant un code d'identification comportant au 
moins une valeur discrete dans une copie d'un objet 
numerique d'origine ; comprenant des moyens 
(1005), pour g6nerer un code d'identification; un 
dispositif de combinaison (1003), agissant pour as- 
socier une premiere valeur discrete du code d'iden- 
tification a une premiere valeur discrete d'un objet 
numerique, de facon a cr6er une premiere valeur 
modifiee ; un copieur (1003), agissant en cr6ant 
une copie de I'objet numerique d'origine ; et un dis- 
positif de modification (1003), agissant en rempla- 
cant par la premiere valeur modifiee, une valeur dis- 
crete dans la copie de I'objet numerique d'origine, 
correspondant a la premiere valeur discrete de i'ob- 
jet numerique d'origine ; de facon que la copie de 
I'objet numerique d'origine avec la valeur modifiee 
remplac6e constitue un objet numerique modifie 
ayant un num6ro d'identification code incorpore 
dans celui-ci. 

2. Appareil selon ia revendication 1 , dans lequel les 
moyens gen6rateurs (1005) agissent en g6n6rant 
un code d'identification ayant une plurality de va- 
leurs discretes ; Ee dispositif de combinaison agit en 
associant la plurality de valeurs discretes du code 
d'identification a une plurality de valeurs discretes 
d'un objet de donnees d'origine creant une plurality 
de valeurs modifiees ; et le dispositif de modifica- 
tion agit en remplacant par la plurality de valeurs 
modifiees, la plurality de valeurs discretes dans la 
copie de I'objet numerique d'origine, correspondant 
a la plurality de valeurs discretes de I'objet numeri- 
que d'origine, qui ont ete associees a des valeurs 
du code d'identification. 

3. Appareil selon la revendication 1 ou 2, dans lequel 
les moyens g6nerateurs (1005) agissent en g6n6- 
rant un code d'identification comprenant une plura- 
lite de chiffres, dans une base de numeration parti- 
culiere. 

4. Appareil selon la revendication 3, dans lequel les 
moyens generateurs agissent en g6n6rant des chif- 
fres du code d'identification sous la forme de nom- 
bres binaires, chaque nombre binaire etant une va- 
leur discrete du code d'identification. 

5. Appareil selon Tune quelconque des revendications 
prec6dentes, dans lequel le dispositif de combinai- 
son (1003) agit en associant une premiere valeur 
discrete du code d'identification a une deuxieme va- 
leur discrete de I'objet numerique, de facon a cr6er 


une deuxieme valeur modified ; et le dispositif de 
modification agit en remplacant par la deuxieme va- 
leur modified, une valeur discrete dans la copie de 
I'objet numerique d'origine, correspondant a la 
s deuxieme valeur discrete de I'objet numerique 
d'origine ; de facon que la copie de I'objet numeri- 
que d'origine avec les premiere et deuxieme va- 
leurs modifiees remplac6es, constitue un objet nu- 
merique modifie ayant un code d'identification in- 
fo corpore a I'int6rieur de celui-ci, une pluralite de fois. 

6. Appareil pour r6cuperer un code d'identification in- 
corpore a I'interieur d'un objet numerique modifie 
cree par un dispositif selon I'une quelconque des 

1$ revendications prec6dentes, comprenant un ex- 
tracted (1003), agissant en recevant une valeur de 
i'objet numerique modifie et en recevant une valeur 
de I'objet numerique d'origine et pour retablir le co- 
de d'identification incorpore a I'interieur de I'objet 
20 numerique modifie. 

7. Appareil selon la revendication 6, dans lequel I'ex- 
tracteur agit en soustrayant une valeur de I'objet nu- 
merique d'origine d'une valeur de I'objet numerique 

25 modifie si le dispositif de combinaison a ajoute une 
valeur du code d'identification a une valeur de I'ob- 
jet numerique d'origine et en soustrayant une valeur 
de I'objet numerique modifie d'une valeur de I'objet 
numerique d'origine si le dispositif de combinaison 
30 a soustrait une valeur du code d'identification a une 
valeur de I'objet numerique d'origine. 

8. Appareil selon la revendication 6, dans lequel, pour 
un dispositif de combinaison agissant en associant 

35 une pluralite de valeurs discretes d'un code d'iden- 
tification a une pluralite de valeurs discretes de I'ob- 
jet numerique d'origine de facon a creer une plura- 
lite de valeurs modifiees et un dispositif de modifi- 
cation agissant en remplacant par la pluralite de va- 

40 leurs modifiees, la pluralite de valeurs discretes 
dans la copie de I'objet numerique correspondant a 
la pluralite de valeurs discretes de I'objet numerique 
d'origine qui ont ete associees a des valeurs du co- 
de d'identification ; I'extracteur agit en retablissant 

45 les valeurs de code d'identification incorpor6es a 
I'interieur de I'objet numerique modifie. 

9. Appareil selon I'une quelconque des revendications 
precedentes, dans lequel le code d'identification est 

so un numero d'identification. 
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